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2.1 Ŕ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

2.2 P̧̃  ̧̃   . . . . . . . . . . . . . . . . . . 16

2.3 T  F̂  P̧̃ . . . . . . . . . . . . . . . . . . . . . . 16
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3.2.5 Ĩ̧ ̃      . . . . . . . . . 16
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6.1.1 Ģ̃     . . . . . . . . . . . . . . . . . . . . . . . 22

6.1.2 E         . . . . . . 23

6.1.3 E   ́     . . . . . . . . 24

6.1.4 E   ́  AC    . . . . . . . . . 24

6.1.5 T   . . . . . . . . . . . . . . . . . . . . . . . . . . 24

6.1.6 Ģ̃  ̂   ́ . . . . . . . . . . . . 24
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6.2.9 Ḿ  ̧̃    . . . . . . . . . . . . . . . 26
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7.2.2 Ẽ  LCR     . . . . . . . . . . . . . . . . . 35

7.3 PERFIL DE OCSP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

7.3.1 Ń()  ̃ . . . . . . . . . . . . . . . . . . . . . . . . . . 35
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CONTROLE DE ALTERAÇÕES

Ṽ D M Ḑ̃  Ã̧
1.0 24/04/2017 Ṽ I Ṽ ,    

DOC-ICP-04 ̃ 6.0
1.1 15/09/2017 Ã̧ A    

DOC-ICP-04 ̃ 6.3
1.2 01/02/2019 Ã̧ A    

DOC-ICP-04 ̃ 6.7
2.0 20/12/2022 Ã̧ A    

DOC-ICP-04 ̃ 8.1
2.1 16/12/2024 Ã̧ Ã̧    AC

D   1.5.2, 7.1.2.2 )
) ), 7.1.8  9.12.2
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1 INTRODUÇÃO

1.1 Ṽ G

1.1.1 E     ı́    -
  A C  D - AC D,  
I  C Ṕ B (ICP-B),  ̧̃  
Ṕı  C (PC).

1.1.2 A   PC ́   DOC-ICP-04 REQUISITOS MÍNIMOS

PARA AS POLÍTICAS DE CERTIFICADO NA ICP-BRASIL [2].

1.1.3 A   PC ́   RFC 3647.

1.1.4 E  ̃    ICP-B   ̃  
      ICP-B,  
  10.

1.1.5 O       PC ́      T
A3

1.1.6 Ñ  

1.1.7 Ñ  

1.1.8 Ñ  

1.1.9 Ñ  

1.1.10 Ñ  

1.1.11 Ñ  

1.1.12 Ñ  

1.2 N  D  Ĩ̧

1.2.1 E PC ́  Ṕı  C  A D, T A3, 
A C  D (AC D)    PC A3  AC
D. O OID (object identier)  PC ́ 2.16.76.1.2.3.75.

1.2.2 N ̂  ICP-B,  OID  PC  ́ı  ̃  
   AC D.
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1.3 P  ICP-B

1.3.1 A C

1.3.1.1 E PC     AC D,   ICP-B.

1.3.1.2 A ́    ̧̃  AC D ̃  
Ḑ̃  Ṕ  Ç̃  AC D (DPC  AC D),
́ı   ́ web   ̧:
https://www.acdefesa.mil.br/index.php/documentacao.

1.3.2 A  R

1.3.2.1 O ̧  ́  (URL)  AC D ́ https://www.acdefesa.mil.br,
 ̃     ,   A  R
(AR)   AC D  ́    ,
̧̃    ̧̃  ̃   ̧̃ 
    ̧̃   :

) ̧̃    AR ; 

) ̧̃  AR        AC D,  
   .

1.3.3 T  C

T  C ̃   -  ́ı  ́ı -  
AR ́     ,   AC D,   ́
̧̃.

1.3.4 P Ć

C-  ,      ,     -
      ICP-B.

1.3.5 O P

A AC D    ́ , https://www.acdefesa.mil.br,  P 
Ş B́ (PSB)   .
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1.4 U  C

1.4.1 U   

1.4.1.1 E      ̧̃   ,
̃ ́,     ̧̃  ̧̃   ,
     ̧̃:

Ç̃  I  ;

C ̂;

Ţ̃ O-L;

R   (VPN);

Ţ̃ ̂;

Ç̃    ̃     ̂  ̧̃
    ̧̃.

1.4.1.2 A ̧̃            
 ,   ICP-B,    
 ,  ,    AC   AC R.

1.4.1.3 A AC D     ́ı  ̧     -
   PC  ̧̃  ̧̃   . E ́ı
 ̧ ́    ı́   
:    ́, ı́   , 
 ̧̃    ,   ̧̃    -
, ̂  ̃   L  C R
(LCR)  ̃  ́ı    .

1.4.1.4 O    AC D  ̂  PC   -
  ̧̃  ̧̃      
̂  ̧̃     ̧̃.

1.4.1.5 Ñ  .

1.4.1.6 Ñ  .

1.4.1.7 Ñ  .

1.4.1.8 Ñ  .

1.4.2 U   

Ñ ́ ̧̃  ̧̃ .
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1.5 Ṕı  Ã̧

E PC ́   AC D    --́ ̧   -
̧̃.

1.5.1 Oz̧̃   

A C  D (AC D).

1.5.2 C

N: M M S
Ȩ: C I  T́  É - CITE, A. D  C,
/, S M U, CEP 70630-100 - B́ı-DF
T: (61) 2035-1687
Ṕ : ://...
E-: @..

1.5.3 P      DPC   PC

N: Á L C R
T: (61) 2035-1680
E-: @..

1.5.4 P  ̧̃  PC

E PC ́   ITI,       ̧̃ 
 ́  Ĉ G  ICP-B.

1.6 Ḑ̃  Â

SIGLA DESCRIÇÃO
AC A C
AC R A C R  ICP-B
ACT A  C  T
AR A  R
CEI C Éı  INSS
CG ICP-B Ĉ G  ICP-B
CMM-SEI Capability Maturity Model do Software Engineering Institute
CMVP Cryptographic Module Validation Program
CN Common Name
CNE C N  E
CNPJ C N  P J́ı
CONFAZ C N  Ṕı F́
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SIGLA DESCRIÇÃO
COBIT Control Objectives for Information and related Technology
COSO Comitee of Sponsoring Organizations
CPF C  P F́ı
CS Code Sign
DMZ Z D
DN Distinguished Name
DPC Ḑ̃  Ṕ  Ç̃
EV Extended Validation
ICP-B I  C Ṕ B
IDS S  Ḑ̃  Ĩ
IEC International Electrotechnical Commission
INMETRO I N  M, Q  T
ISO International Organization for Standardization
ITSEC European Information Technology Security Evaluation Criteria
ITU International Telecommunications Union
LCR L  C R
NBR N B
NIS Ń  Ĩ̧ S
NIST National Institute of Standards and Technology
OCSP On-line Certicate Status Protocol
OID Object Identier
OM-BR O Ḿ ICP-B
OU O U
PASEP P  F̧̃  P̂  S Ṕ
PC Ṕı  C
PIS P  Ĩ̧ S
PSS P  Ş  S
RFC Request For Comments
RG R G
SAT S  Ã̧  T̃
SSL Secure Socket Layer
TSDM Trusted Software Development Methodology
UF U  F̧̃
URL Uniform Resource Locator

2 RESPONSABILIDADES DE PUBLICAÇÃO E RE-

POSITÓRIO

O   ̃      DPC  AC D.
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2.1 Ŕ

2.2 P̧̃  ̧̃  

2.3 T  F̂  P̧̃

2.4 C  A  Ŕ

3 IDENTIFICAÇÃO E AUTENTICAÇÃO

O   ̃      DPC  AC D.

3.1 Ã̧  N

3.1.1 T  

3.1.2 N    

3.1.3 A  P̂  T  C

3.1.4 R  ̧̃  ́   

3.1.5 U  

3.1.6 P     

3.1.7 R, ̧̃     

3.2 Ṽ̧   

3.2.1 Ḿ       

3.2.2 Ã̧  ̧̃  z̧̃

3.2.3 Ã̧      ̧̃

I 3.2.7  DPC.

3.2.4 Ã̧     ́ı

I 3.2.3  DPC.

3.2.5 Ĩ̧ ̃     

I 3.2.4  DPC.
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3.2.6 Ṽ̧  

I 3.2.5  DPC.

3.2.7 Ć  ̧̃

I 3.2.6  DPC.

3.3 Ĩ̧  ̧̃     

3.3.1 Ĩ̧  ̧̃     

3.3.2 Ĩ̧  ̧̃    ́  ̧̃

3.4 Ĩ̧  Ã̧  ̧̃  ̧̃

4 REQUISITOS OPERACIONAIS DO CICLO DE

VIDA DO CERTIFICADO

O   ̃   DPC  AC D.

4.1 Ş̃  

4.1.1 Q    ̧̃  

4.1.2 P    

4.2 P  Ş̃  C

4.2.1 Ȩ̃  ̧̃  ̧̃  ̧̃

4.2.2 Ã̧  ̧̃    

4.2.3 T    ̧̃  

4.3 Ẽ  C

4.3.1 Ã̧  AC   ̃   

4.3.2 Ņ̃       AC  ̃  -


4.4 Ã̧  C

4.4.1 C   ̧̃  
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4.4.2 P̧̃    AC

4.4.3 Ņ̃  ̃    AC Rz   -


4.5 U       

4.5.1 U  C      

4.5.2 U   ́      ́

4.6 Ŗ̃  C

4.6.1 Ĉ  ̧̃  

4.6.2 Q    ̧̃

4.6.3 P  ̧̃  ̧̃  

4.6.4 Ņ̃   ̃     

4.6.5 C   ̧̃   ̧̃   

4.6.6 P̧̃   ̧̃     AC

4.6.7 Ņ̃  ̃    AC   

4.7 N   

4.7.1 Ĉ     

4.7.2 Q    ̧̃     ́

4.7.3 P  ̧̃     

4.7.4 Ņ̃  ̃      

4.7.5 C   ̧̃     

4.7.6 P̧̃       AC

4.7.7 Ņ̃   ̃    AC   -


4.8 M̧̃  

4.8.1 Ĉ  ̧̃  

4.8.2 Q    ̧̃  

Ñ  
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4.8.3 P  ̧̃  ̧̃  

4.8.4 Ņ̃  ̃      

4.8.5 C   ̧̃   ̧̃  

4.8.6 P̧̃   ̧̃    AC

4.8.7 Ņ̃   ̃    AC   -


4.9 S̃  Ŗ̃  C

4.9.1 Ĉ  ̧̃

4.9.2 Q   ̧̃

4.9.3 P  ̧̃  ̧̃

4.9.4 Pz  ̧̃  ̧̃

4.9.5 T    AC      ̧̃

4.9.6 R  ̧̃  ̧̃    ́

4.9.7 F̂  ̃  LCR

4.9.8 L̂ ́   LCR

4.9.9 D  ̧̃/̧̃   -

4.9.10 R  ̧̃  ̧̃ -

4.9.11 O  ́ı  ̧̃  ̧̃

4.9.12 R        

4.9.13 Ĉ  ̃

4.9.14 Q   ̃

4.9.15 P  ̧̃  ̃

4.9.16 L  ́ı  ̃

4.10 Ş    

4.10.1 Ćı 

4.10.2 D  ̧
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Ḿ  D
A C  D

4.10.3 F 

4.11 E  

4.12 Ć  ̧̃  

4.12.1 Ṕı  ́  ́  ̧̃  

4.12.2 Ṕı  ́    ̧̃    ̃

5 CONTROLES OPERACIONAIS, GERENCIAMENTO

E DE INSTALAÇÕES

N   ̃      DPC  AC D.

5.1 C ́ı

5.1.1 Ç̃  z̧̃  ̧̃  AC

5.1.2 A ́ı

5.1.3 E  -

5.1.4 Ȩ̃  ́

5.1.5 P̧̃  ̧̃  ̂

5.1.6 Az  ı́

5.1.7 Ḑ̃  

5.1.8 Ĩ̧  ̧ ()  (-)  AC

5.2 C P

5.2.1 P 

5.2.2 Ń   ́  

5.2.3 Ĩ̧  ̧̃   

5.2.4 F̧̃   ̧̃  

5.3 C  P

5.3.1 A, ̧̃, ̂    

5.3.2 P  ̧̃  
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5.3.3 R  

5.3.4 F̂     ́

5.3.5 F̂  ̂  ́ız  

5.3.6 Ş̃  ̧̃ ̃ z

5.3.7 R  ̧̃  

5.3.8 Ḑ̃   

5.4 P  L  A

5.4.1 T   

5.4.2 F̂    

5.4.3 Ṕı  ̧̃    

5.4.4 P̧̃    

5.4.5 P  ́  ̧ (B)    -


5.4.6 S       (  )

5.4.7 Ņ̃     

5.4.8 Ã̧  

5.5 A  R

5.5.1 T   

5.5.2 Ṕı  ̧̃  

5.5.3 P̧̃  

5.5.4 P  ́  

5.5.5 R  ̧̃  

5.5.6 S       (  

5.5.7 P     ̧̃  

5.6 T  
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5.7 C  Ŗ̃  D

5.7.1 P     

5.7.2 R , , /  

5.7.3 P         -


5.7.4 C    ́ ́ 

5.8 Ȩ̃  AC

6 CONTROLES TÉCNICOS DE SEGURANÇA

N   ̃     ̧ ́   
 ́        PC A3  AC D.
S̃  ́   ́  ̧   AC D 
 AR   ̧̃   ̧̃ .

6.1 Ģ̃  Ĩ̧  P  C

6.1.1 Ģ̃    

6.1.1.1 Q        ́ı,  ́  ́
 ̧̃     ́. Q    
   ́ı,  ́  () () (), 
 ́  ̧̃     ́    
.

6.1.1.1.1 Ñ  

6.1.1.1.2 Ñ  

6.1.1.2 A  ́        
 PC. A ̧̃       ́  -
 ̃   token,     ̧̃  
   / ̧̃ ́.

6.1.1.3 O      ́     

AC D   ̃ RSA     PADRÕES E
ALGORITMOS CRIPTOGRÁFICOS DA ICP-BRASIL [1].
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6.1.1.4 A  ,         ́  -

,   ́    PADRÕES E ALGORIT-
MOS CRIPTOGRÁFICOS DA ICP-BRASIL [1]    
́,    ICP-B   ̧̃ INMETRO,
  :

T  C Mı́ Az  C Ć
(R Mı́)

A3 H ́,    ICP-B
  ̧̃ INMETRO.

6.1.1.5 A    ,      
́ ,       ı́    
.

6.1.1.6 A ı́         ́ -
,   ́   ,  ı́, :

)      ̧̃    ́ ́    ́ -
 ;

)      ̧̃    ̃ ,   -
̧ ́,        ̧̃ 
́    ́ı;

)      ̧̃       -
  ́ı    ̧̃  .

6.1.1.7 Aı́   ̃      ,  
      ́     .

6.1.1.8 Ñ  .

6.1.1.9 A   ̧̃    ̧    
,         ı́  -
 (token) ́    ,   
T  T,       ́ı,    -
́,   () () (),  
 T  R,       ́ı.

6.1.2 E        

Ñ  .
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Ḿ  D
A C  D

6.1.3 E   ́    

A    ́       AC D ́   
̂,   PKCS#10,  ́   ̃  SSL  
software  ̧̃  AC D.

6.1.4 E   ́  AC   

A    AC D        
     ̧̃,   ́  ICP-B, ̃  :

)    ̧̃      ,  
̃ PKCS#7,    PADRÕES E ALGORITMOS CRIP-
TOGRÁFICOS DA ICPBRASIL[1];

) ̃  ;

)  ́ web  AC,  URL https://www.acdefesa.mil.br/index.php/repositorio;

)      CG ICP-B.

6.1.5 T  

6.1.5.1 O    ́    T A3 
 AC D ́ ,  ı́, 2048 .

6.1.5.2 O       ́    T

A3  ICP-B ̃    PADRÕES E ALGORITMOS
CRIPTOGRÁFICOS NA ICP-BRASIL [1].

6.1.6 Ģ̃  ̂   ́

O ̂  ̧̃  ̧̃   ́  ́   
̃    PADRÕES E ALGORITMOS CRIPTOGRÁFICOS
DA ICP-BRASIL [1].

6.1.7 Ṕ     (   key usage  X.509 3)

O    A3   AC D ̂     (2.5.29.15)
   digitalSignature, nonRepudiation e keyEncipherment.
O    AC D,   PC, ̃   
 ̂, ̧̃ , ,   , -
     ̧̃:

) Ç̃  I  ;

) C ̂;
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) Ţ̃ O-L;

) R   (VPN);

) Ţ̃ ̂; 

) Ç̃    ̃     ̂  ̧̃
    ̧̃.

6.2 P̧̃  C P     

́ ́

N  , ̃      ̧̃    
      PC.

6.2.1 P̃    ́ ́

6.2.1.1 O ̃    ́  ̧̃   ́, ̃

   PADRÕES E ALGORITMOS CRIPTOGRÁFICOS 
ICP-BRASIL [1].

6.2.1.2 O  ́  ́ ́    
         ̃  ̂,
   PADRÕES E ALGORITMOS CRIPTOGRÁFICOS DA
ICP-BRASIL [1].

6.2.2 C      

Ñ  .

6.2.3 Ć (escrow)   

Ñ  .

6.2.4 Ć  ̧   

6.2.4.1 Q       PC,   ́, 
 ́  ̧    .

6.2.4.2 A AC D ̃ ́ ́  ̧      
      .

6.2.4.3 Ñ  .

6.2.4.4 O   ,    ́  ̧   
,     ́   ,  ı́,  
  ̧   .
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6.2.5 A   

6.2.5.1 A AC D ̃  ́       
  .

6.2.5.2 D-          
, ́  ́ı     .

6.2.6 Ĩ̧     ́ ́

A AC D        ,  ̧̃,  ́
 hardware ́    ̃ .

6.2.7 Az     ́ ́

V  6.1

6.2.8 Ḿ  ̧̃   

A    ́  ́ ,     hardware 
̧̃   . A          
,       .
O T   ́    ̧̃   .

6.2.9 Ḿ  ̧̃   

A ̧̃           
        ́   . O 
      ́   ̧̃  
 .

6.2.10 Ḿ  ̧̃   

A ̧̃          ́ ́ , 
  software     ı́,     
̧̃  ,           
 ı́ .

6.3 OUTROS ASPECTOS DO GERENCIAMENTO DO PAR

DE CHAVES

6.3.1 A   ́

A AC D    ́  ́ AC D     -
   ,    LCR , ́  ̧̃  
, ,    ̧̃  ,  ̧̃ 
    ́ı  .
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6.3.2 Ṕı  ̧̃    ́ı     
́  

6.3.2.1 A          
 AC D ̃    ́ı    -
 . A   ́   
   ́ı     ̧̃ ́, 
̧̃          
.

6.3.2.2 Ñ  .

6.3.2.3 O ́ı ́       A D
 T A3   AC D ́  5 .

6.3.2.4 Ñ  .

6.3.2.5 Ñ  .

6.4 DADOS DE ATIVAÇÃO

N  , ̃      ̧    
̧̃. O   ̧̃,    ́, ̃  
  ̧̃   ́ ́.

6.4.1 Ģ̃  ̧̃    ̧̃

O   ̧̃        ,  ,
̃ ́  ́.

6.4.2 P̧̃    ̧̃

O   ̧̃        ,  ,
̃    ̃ .

6.4.3 O     ̧̃

Ñ  .

6.5 C  Ş C

6.5.1 R ́ ́ı  ̧ 

O    ́ ́  ̧    
 ̃          . O 
 ̃      ́     ̃ 
 ı́    ̧    ̃  

PC A3 da AC Defesa Versão 2.1 16 de dezembro de 2024 - 27/39
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  ı́  (hardware)       .
A ı́    ́    ̧̃ 
   ́   ICP-B.

6.5.2 Ç̃  ̧ 

Ñ  .

6.6 C T́  C  V

A AC D ̃   software ́ı  ̧̃   
  PC.

6.6.1 C    

Ñ  .

6.6.2 C    ̧

Ñ  .

6.6.3 C  ̧    

Ñ  .

6.6.4 C  Ģ̃  LCR

C      DPC AC D.

6.7 C  Ş  R

Ñ  

6.8 C  T

Ñ  

7 PERFIS DE CERTIFICADO, LCR E OCSP

O          LCR   
PC. S̃ ́ı ̧̃   ̃ ,  , ̃  ̃.
O  ı́     ̃  
        ̂  ICP-B.
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7.1 P  C

T     AC D ̃     
  ̃ ITU X.509  ISO/IEC 9594-8.

7.1.1 Ń  ̃

T     AC D   ̃ 3  ̃ ITU
X.509,        RFC 5280.

7.1.2 Ẽ  

7.1.2.1 N ,  PC AC D A3    ̃   -
   .

7.1.2.2 A ICP-B   ́   ̃:

) Authority Key Identier, ̃ ́ı: ́  hash SHA-1  
́  AC;

) Key Usage, ́ı:    digitalSignature, nonRepudiation  keyEn-
cipherment ̃ ,      7.1.2.7 
;

) Certicate Policies, ̃ ́ı:

1)   policyIdentier ́  OID  PC: 2.16.76.1.2.3.75;

2)   policyQualiers ́  ̧ web  DPC AC D  
 : https://repositorio.acdefesa.mil.br/docs/dpc-acdefesa.pdf.

) CRL Distribution Points, ̃ ́ı: ́  ̧ web  
́  LCR  AC D: https://repositorio.acdefesa.mil.br/lcr/acdefesa-v0.crl

) Authority Information Access, ̃ ́ı: A   ́
 ́   id-ad-calssuer,      HTTP,  
̧̃    ̧̃  ̧:
https://repositorio.acdefesa.mil.br/aia/acdefesa-v0.p7b

7.1.2.3 O    AC D   ̃ Subject Alter-
native Name, ̃ ́ı,   ́  ICP-B  
  :

) P    ́ı:

.1) 3 (̂)  otherName, ́,   :

OID = 2.16.76.1.3.1  ́ =   8 () ̧̃,   
  ,   ;  11 () ̧̃ ,
 C  P F́ı (CPF)  ;  11 () ̧̃ ,
 Ń  Ĩ̧ S - NIS (PIS,PASEP  CI);  15 () ̧̃
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,  ́  R G (RG)  ;  10 () ̧̃
,    ́̃   RG     ̧̃;

OID = 2.16.76.1.3.6  ́ =  12 () ̧̃  ́ 
C Éı  INSS (CEI)   ́ı   ;

OID = 2.16.76.1.3.5  ́ =   12 () ̧̃, 
́  ̧̃  T́ı  E;  3 (̂) ̧̃ ,  Z
E;  4 () ̧̃ ,  Ş̃;  22 ̧̃ ,
 ́ı   UF  T́ı  E.

.2) Ñ  ;

.3) 1 ()  otherName, ́,     D-
 RIC, :

OID = 2.16.76.1.3.9  ́ =   11 () ̧̃, 
́  R  I C.

.4) 1 ()  otherName, ́     
 ́   , :

OID = 2.16.76.1.3.11  ́ =   10 () ̧̃,  -
 ́   ́       Ũ ,
,  S  G̃  P (SIGEPE)   M-
́  P   S  G̃  P  F̧ A.

.5) 2 ()  otherName, ̃ ́,   :

822N, ́  ̧ -    ;

UPN (OID 1.3.6.1.4.1.311.20.2.3), ́    ́  -
̧̃  .

) P    ́ı:

.1) 4 ()  otherName, ́,   :

OID = 2.16.76.1.3.4  ́ =   8 () ̧̃,  
   ́  ,   ;  11 ()
̧̃ ,  C  P F́ı (CPF)  ́;  11
() ̧̃ ,  ́  Ĩ̧ S - NIS (PIS, PASEP
 CI);  15 () ̧̃ ,  ́  RG  ́; 
10 () ̧̃ ,    ́̃   RG   UF;

OID = 2.16.76.1.3.2  ́ =   ́  ;

OID = 2.16.76.1.3.3  ́ =  14 () ̧̃  ́ 
C N  P J́ı (CNPJ)   ́ı   -
;

OID = 2.16.76.1.3.7  ́ =  12 () ̧̃  ́ 
C E  INSS (CEI)   ́ı   .
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.2) 1 ()  otherName, ̃ ́, :

822N, ́  ̧ -  ́  .

) Ñ  .

.1) Ñ  .

.2) Ñ  .

) Ñ  .

) Ñ  .

7.1.2.4 O  otherName,   ́  ICP-B 
      ̧̃:

) O   ̧̃     otherName   
       ASN.1 OCTET STRING ou PRINTABLE
STRING,  ̧̃   UPN       
 ASN.1 UTF8 STRING;

) Q  ́  CPF, NIS (PIS, PASEP  CI), RG, CNPJ, CEI,  T́ı
 E ̃  ́ı,      -
    ;

) S  ́  RG ̃  ́ı, ̃       ́̃
  UF. O       ́ı  UF,  ̃ 
́  ̧̃  Tı́  E;

) Q  ̧̃  ̃  ́ı, ̃ ́  
  (OID) ,        -
    AR     ;

) T ̧̃   ́   ́,   RG, 
            
́  ́ı;

) A 10 () ̧̃  ̧̃  ́̃   RG  UF -
  ́,      ̧̃ ́  
,     . O     22 (  )
̧̃  ̧̃  ́ı  UF  T́ı  E;

) A    A  Z,  0  9,      7.1.5.2,
̃  , ̃      ;
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) Ñ  .

7.1.2.5 O  otherName ,  ̧̃ ́ı   
     AC D, ̃  
 OID ́ı    AC R.

7.1.2.6 O    ̃  ̃ Subject Alternative Name ̃
 ,      ́   RFC 5280.

7.1.2.7 A AC D    ̃ Key Usage Extend Key
Usage,   ́  ICP-B:

) Ñ  .

) Ñ  .

) Ñ  .

) Ñ  .

) Ñ  .

) P    A / P̧̃  e-mail :

Key Usage, ́ı:     digitalSignature ,  
  keyEncipherment  nonRepudiation ;

Extended Key Usage, ̃ ́ı: A AC D   ̃
   : client authentication OID = 1.3.6.1.5.5.7.3.2  E-mail
protection OID = 1.3.6.1.5.5.7.3.4, .

) Ñ  .

7.1.3 I  

O  ́       AC D
̃    ̂  ICP-B,   PADRÕES E ALGO-
RITMOS CRIPTOGRÁFICOS DA ICP-BRASIL[1].
O   ̃        RSA 
SHA-256  ̧̃  hash (OID = 1.2.840.113549.1.1.11), - ́  -
   RSA  SHA-512  ̧̃  hash (OID = 1.2.840.113549.1.1.13),
  ̃ PKCS#1.

7.1.4 F  

7.1.4.1 O      (  ́ı)    
  (  ́ı),    Subject,  
Distinguished Name (DN)  ̃ ITU X.500/ISO 9594,   :
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) C P F́ı
C = BR
O = ICP-B
OU = A C  D
OU = CNPJ  AR DEFESA
OU= T  ̧̃  (, ̂, AR ELETRÔNICA
  )
OU = C PF A3
CN = N    : CPF

) C P J́ı
C = BR
O = ICP-B
OU = A C  D
OU = CNPJ  AR DEFESA
OU= T  ̧̃  (, ̂, AR ELETRÔNICA
  )
OU = C PJ A3
CN = R̃ S: CNPJ

N: Ś    ́       ́ı,  
.

7.1.4.2 Ñ  .

7.1.4.3 Ñ  .

7.1.4.4 Ñ  .

7.1.5 Ŗ̃  

7.1.5.1 N  ̃   ̧̃ ́      
   AC D,     ICP-B.

7.1.5.2 A ICP-B    ̧̃   , ́  
 :

) ̃ ̃     ̧̃,   ; 

) ́   ́, ̃     
    :
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Caractere Código NBR9611 (hexadecimal)
 20

! 21
 22
# 23

24
% 25
& 26
’ 27
( 28
) 29
* 2A
+ 2B
, 2C
- 2D
. 2E
/ 2F
: 3A
; 3B
= 3D
? 3F
@ 40
\ 5C

7.1.6 OID (O I)  Ṕı  C

O OID  PC ́: 2.16.76.1.2.3.75. T     PC - PC A3
 AC D - ́    OID   ̃ Certicate Policies.

7.1.7 U  ̃ Policy Constraints

I ̃ ́.

7.1.8 S  ̂    ́ı

O  policyQualiers  ̃ Certicate Policies ́  ̧ web 
DPC  AC D https://repositorio.acdefesa.mil.br/docs/dpc-acdefesa.pdf.

7.1.9 Ŝ    ̃ ́ı

Ẽ ́ı      RFC 5280.
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7.2 PERFIL DE LCR

7.2.1 Ń  ̃

A LCR   AC D   ̃ 2  ̃ ITU X.509,  
     RFC 5280.

7.2.2 Ẽ  LCR    

7.2.2.1 N  ̃    ̃  LCR   AC D 
 .

7.2.2.2 A LCR   ACDEFESA   ICP-B,   
́   ̃:

) Authority Key Identier, ̃ ́ı: ́  hash SHA-1   ́
 AC D; 

) CRL Number, ̃ ́ı: ́  ́    LCR -
  AC D.

7.3 PERFIL DE OCSP

Ñ  .

7.3.1 Ń()  ̃

Ñ  .

7.3.2 Ẽ  OCSP

Ñ  .

8 AUDITORIA DE CONFORMIDADE E OUTRAS

AVALIAÇÕES

N   ̃      DPC  AC D.

8.1 F̂  ̂  ̧̃

8.2 Ĩ̧/Q̧̃  

8.3 Ŗ̃      
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8.4 T́   ̧̃

8.5 Ã̧      ̂

8.6 Ç̃  

9 OUTROS NEGÓCIOS E ASSUNTOS JURÍDICOS

N   ̃      DPC  AC D.

9.1 T

9.1.1 T  ̃  ̧̃  

9.1.2 T    

9.1.3 T  ̧̃     ̧̃  

9.1.4 T   ̧

9.1.5 Ṕı  

9.2 R F

9.2.1 C  

9.2.2 O 

9.2.3 C       

9.3 C  ̧̃  ́

9.3.1 E  ̧̃ 

9.3.2 Ĩ̧     ̧̃ 

9.3.3 R    ̧̃ 

9.4 P  ̧̃ 

9.4.1 P  

9.4.2 T  ̧̃  

9.4.3 Ĩ̧ ̃  

9.4.4 R    ̧̃ 
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9.4.5 A     ̧̃ 

9.4.6 Ḑ̃     

9.4.7 O ̂  ̧̃  ̧̃

9.5 D  P I

9.6 Ḑ̃  G

9.6.1 Ḑ̃    AC

9.6.2 Ḑ̃    AR

9.6.3 Ḑ̃    

9.6.4 Ḑ̃     

9.6.5 Ŗ̃     

9.7 Ĩ̧  

9.8 Ļ̃  

9.9 Iz̧̃

9.10 Pz  R̃

9.10.1 Pz

9.10.2 T́

9.10.3 E  ̃  ̂

9.11 A   ̧̃   

9.12 Ã̧

9.12.1 P  

Ã̧  PC     AC D.
Q ̧̃  PC ́    ̧̃  AC R.

9.12.2 M  ̧̃  ́ı

M̧  PC ̃     AC D.
S   PC  , ́      web,
́ı  URL https://repositorio.acdefesa.mil.br/docs/pca3-acdefesa.pdf
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9.12.3 Ĉ    OID   

9.13 Ş̃  

9.14 L ́

9.15 C   L ́

9.16 Ḑ̃ D

9.16.1 A 

E PC   ̧̃   ́  AC D,  AR D  
 . H    PC   ̧̃  CG ICP-B,
́   ́ .

9.16.2 C̃

9.16.3 Î  ̧̃

9.16.4 Ȩ̃ (́    ́  )

9.17 O ̃

E PC    ̧̃,       AC D-
      CRITÉRIOS E PROCEDIMENTOS PARA
CREDENCIAMENTO DAS ENTIDADES INTEGRANTES DA ICP-BRASIL [3].
C   , ́        ICP-
B,       PC   DPC  AC D.
N ̃ ̃    ̧̃  AC R.
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  ,  ́,      . O
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  ̧̃ N   .

R. N   Ć
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RFC 3647, IETF - I X.509 P K I C P  C-
 P F,  2003.

RFC 5280, IETF - I X.509 P K I C  C
R L (CRL) P,  2008.

PC A3 da AC Defesa Versão 2.1 16 de dezembro de 2024 - 39/39


